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POLICY

It is the policy of McIntosh Trail Community Service Board that all consumer
information, whether verbal, written, or computerized, is confidential and is to
be discicsed only in accordance with Health Insurance Portability and
Accountability Act (HIPAA}, Standards for Privacy of Individually Identifiable
Health Tnformation (Privacy Standards), 45 CFR Parts 160 and 164, Volume 2,
CFR42. Part 2 - Confidentiality of Alcohecl and Drug Abuse Patient Records, OCGA
37-7~166, and any and all other Federal and State regulations. It is incumbent
upon all staff members to handle consumer information in a manner that protects
the consumer’s identity and rights. Often telephone callers request confidential
information. Without a signed Authorization for Release of Information (in
FormDocs), no acknowledgement shall be made that anyone has been & consumer, is a
consumer, or is on the premises. Staff efforts to protect the privacy of
consumers must be examined in view of our purpose to serve the best interests of
our consumers. Staff should not enforce the elements of this policy in wavs that
will harm or endanger consumers. Information that will prevent loss of, or risk
tc life or health of a consumer, may be exchanged with appropriate service
providers acting in the best interest of the consumer.

Confidentiality:

Confidentiality means that certain matters concerning a consumer will not be
disclosed unless either an appropriate signad release or other consent by the
consumer permits the discleosure or an appropriate process requires disclosure
even though the consumer does not consent. Basically, all matters concerning a
consumer, including records, communications, etc. are confidential.

Privileged Information:

Privilege means that the privileged matters may not be disclosed unless an
appropriate release is signed, or other consent by the consumer permits the
disclosure. Unless the consumer consents to the disclosure, disclosure is not
permitted even though McIntosh Trail CSB receives process (subpoena) directing it
to disclose.

Any information between the consumer and certain professionals and any matter,
such as diagnoses, derived from that communication, and any record of those
communications and related matters are privileged and may not be disclosed
without the consumer’s consent. The professionals to whom communications are
privileged are psychiatrists, psychologists, licensed clinical social workers,
clinical nurse specialists in psychiatric/mental health, licensed marriage and
family therapists, and licensed professional counselors.

PROCEDURE

Release of Consumer Information:

The organizaticn must give a copy of every fully completed and signed
authorizaticon to the person who signed it, and must maintain the original in the
individual’s clinical record permanently.

Confidential/privileged information, including information which is stamped DO
NOT REDISCLOSE, may be released to any person or entity if specifically
designated on the authorization to release infermation form signed by the
consumer or, if appropriate, parent or guardian.
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PROCEDURE (CONTINUED)

Release of Consumer Information: {Continued)

Written information released in accordance with this policy will be stamped as
fecllows:

1. MH and DD: CONFIDENTIAL INFORMATION — DO NOT REDISCLOSE

2. AD: PRIVILEGED CONFIDENTIAL:

This information has been disclosed to you from records protected by Federal
Confidentiality Rules (42CFR Part 2). The Federal Rules prohibit you from making
any further disclosure of this information unless further disclosure is expressly
permitted by the written consent of the person to whom it pertains or as
otherwise permitted by 42 CFR Part 2. A general authorization for the release of
medical or other information is not sufficient for this purpose. The Federal
Rules restrict any use of the information to criminally investigate or prosecute
any alcohol or drug abuse patient.

Authorization For Release of Information:
Required core elements and statements:

1. Name cf program releasing the protected health information;

2. A specific and meaningful description of the protected health information
to be disclosed;

3. The purpcose or need for the disclosure of protected health infeormation;

4, An expiration date or event for disclosure that relates tc the purpose of
the disclosure;

5. The person/agency to whom the protected health infermaticon is to be
disclosed;

6. A statement that the authorization is subject to revocation in writing by

the consumer at any time unless protected health information has already
been disclesed;

7. A statement that with the exception of information relating to substance
abuse, the information disclosed may be subject to redisclosure by the
recipient and no longer protected by the Privacy regulations of HIPAA;

8. The signature of the consumer and the date, or if signed by a parent of a
minor, legal custodian of a mincr, guardian of the person, or other person
legally authorized to sign disclosure of PHI, a description of the
authority of that person to act for the consumer and the date;

9. A statement that the organizaticon will ncot condition treatment, payment or
eligibility for benefits on the individual’s providing authorization for
the requested use or disclosure.

10. The signature of a witness and date of signature.

An authorization is not valid if the document submitted has any of the following
defects:

1. The expiration date has passed or the expiration event is known by the
organizaticon to have cccurred;

2. The authorization has not been filled out completely, with respect to core
elements and reguired statements;

3. The authorization is known by the crganization to have bkeen revoked;

4. The authcorization has been combined with any other document;
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PROCEDURE  {CONTINUED)

An individual may revoke an authorization at any time in writing, except to the
extent that the crganization holding the individual’s records has taken action in
reliance on the authorization or the authorization was obtained as a condition of
obtaining insurance coverage.

An individual who is an adult and who does not have a court-ordered guardian may
sign an authorization for disclosure of his/her protected health information.
Other persons legally entitled to sign an authorization include:

1.

2.
3.

4,

For minor children, a parent, the court-appointed guardizn, or a person to
whom legal custody of the child has been given by order of a court.

For incompetent adults, the court-ordered guardian of the person.

For deceased individuals, the legal representative of Lhe individual’s
estate.

For an adult who has signed a durable power of attorney for health care, if
the durable power of attorney is in effect at the time, the agent named by
the individual.

The organization may use or disclose protected health information (PEI) without
an individual’s written consent or authorization and without giving the
individual the opportunity to agree or object in certain circumstances. Such
uses and disclosures include the following:

1.
2.

3.
4.

When reguired by law.

AIDS confidential information may ke repcrted or disclosed according to law

{OCGA Sections 24-9-47; 31-22-9.2).

For public health activities (see OCGA Section 31-12-2).

About victims of abuse, neglect, or exploitation (see QCGA Section 30-5-4).

For health oversight activities (including audits, investigations, and

inspections).

In response to a subpoena or cocurt order from a court of competent

jurisdiction, except for privileged matters, and except that substance

abuse information may not be disclosed in response to a subpoena, but

requires a court order. {OCGA Sections 37-3-1o6, 37-4-125).

A law enforcement officer in the course of a c¢riminal investigation may be

informed only:

a. whether an individual is or has been a patient in a facility that is
not solely a substance abuse facility, as well as the individual's
current address, if known, and

b. during investigation of a crime on premises of a facility that is not
sclely a substance abuse facility or against facility personnel or a
threat to commit such a crime, a law enforcement officer may be
informed as to the circumstances of the incident, including whether
the individual allegedly committing or threatening to commit the
crime is or has been a patient in the facility, and the name,
address, and last known whereabouts of any alleged consumer
perpetrator.
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PROCEDURE  {CONTINUED])

8.

9.
10.
11.

12.

About deceased persons in response to a valid subpoena from a coroner or
medical examiner; to a funeral director in the event the deceased person
had an infectious or communicable disease at the time of death, or to the
legal representative of the individual’s estate (OCGA Sections 31-12-2; 31-
21-3, 37-3-166, 37-4-125, 37-7-166).

For organ and tissue donation (OCGA Section 44-5-143).

For disaster relief purpeses (CCGA Section 31-12-2).

For the individualfs continued Lreatment (OCGA Section 37-3-166, 37-4-125,
37-7-166).

For emergency treatment (OCGA Section 37-3-166).

Special rules apply to a disclosure that identifies the individual as a person
with a substance abuse diagnosis. Programs should forward requests for such
information to the Privacy Officer who may seek legal and policy review before
making any disclosure cof substance abuse information without an authcrization.
Disclosures may not be made unless:

1.
2.

The disclosure is for emergency medical care of the individual.

The disclosure i1s ordered by a court, following a full and fair show cause
hearing as described in federal substance abuse confidentiality
regulations.

The disclosure is for research activities, audit and evaluation activities,
if the party receiving the information has agreed in writing to preserve
confidentiality.

Certain information on ¢rimes on program premises or against program
personnel.

The disclosure is for reports of suspected child abuse or neglect, as
reguired under state law.
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Procedures for responding to subpoenas or discovery request in a civil (non-
criminal) case.

a. Frotected health information {(PHI) of an individual which does not
disclose substance abuse may be produced in response to a subpoena of a
court of competent jurisdiction or a Requests for Producticon of Documents
or other discovery request ONLY when EITHER:

1. The corganization receives satisfactory written assurances from the
party seeking the protected health information that

1. the party seeking information has made a gcod faith attempt to
provide written notice to the individual (or, if the
individual’s location is unknown, to mail a notice to the
individual’s last known address),

2. the notice includes sufficient information about the proceeding
in which the information is sought to permit the individual to
raise an objection to the court AND

3. the time for the individual to raise objections to the court
has elapsed and no objections were filed, or all objections
filed by the individual have been resolved by the ccurt, and
the disclosures scought are consistent with such resclution, OR

ii. The parties to the dispute giving rise to the request have agreed to
a qualified protective order and have presented it to the judge, CR
the party seeking the information has requested a gualified
protective order from the court. A gualified protective order must
prohibit the parties to the case from using or disclosing the
protected health information for any purpose other than the
litigation or proceeding, and must require that the protected health
information either be returned to the provider, or be destroyed at
the end of the litigation or proceeding,

b. The organization may, with the assistance of a lsgal advisor or counsel,
undertake to provide the notice and/or obtain the gualified protective
order described above. This shouid generally be done only when there is no
reasonable possibility that the party seeking the information will
accomplish these requirements.

c. If the protected health information which is sought requires a disclosure
that the individual has a substance abuse diagnosis (including a health
diagnosis that is secondary teo or related to substance abuse), the
organization may not follew these procedures. Instead, the reguestor must
be informed that it is necessary to have either the individual’'s
authorization for use or disclesure of substance abuse information, or a
court order based on a full and fair show cause hearing as outlined in the
federal regulations cn "“"Confidentiality of Alcchol and Drug Abuse Patient
Records” at 42-CFR Sections 2.1 and following.
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Procedure for Disclosure for Law Enforcement Purposes:

The organization may disclese PHT other than substance abuse information in
response to a criminal court order or subpoena in a criminal case, provided that
the judge issuing the court order or the attorney issuing the subpoena gives
assurances that:

a. The information sought is relevant and material to a legitimate law
enforcement inquiry;

b. The request is specific and limited in scope to the extent reasonably
practicable in light of the purpose for which the information is sought,
and

C. De-identified information could not reascnably be used.

Redaction or De~-Identification of Records:

a. In the event records are sought by means of a request covered by the Open
Records Act of Geocorgia, the Privacy Officer must be notified and will seek
legal counsel on whether records may be produced.

b. To the extent that any reccrds are required by law to be produced, all
identifiers of the individual AND his or her relatives, employers, or
household members, must be redacted as follows:

i. Name

ii. Address

iii. PDates relating to the individual, including date of birth, admissicn
and discharge dates, and date of death

iv. Age, if over age 89
V. Telephone and fax numbers
Vi, E-mail address

vii. Social Security number
viii. Medical record number

ix. Health plan beneficiary number

. Account numbers

xi, Driver’s license number and other certificate/license numbers

xil. Vehicle identifiers and serial numbers, including license plate
number

xiii. Device identifiers and serial numbers
xiv. URLs

XV, Internet Protococl (IP) address numbers

xvi. Biometric identifiers, including finger and voice prints

xvil. Full face photographs and any comparable images identifying the
individual

xviii.Any other unique number, characteristic (such as physical
description, tattcos, or the like}.

Attachments:

1. Department of Health and Human Services, Federal Register, 42 CFR Part 2 -
Confidentiality of Alcohcl and Drug Abuse Patient Records

2. OCGA 37-7-16¢
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Attachment 1
(20 pages)

SUBCHAPTER A—GENERAL PROVISIONS

PART | [RESERVED]

PART 2—CONFIDENTIALITY OF AL-
COHOL AND DRUG ABUSE PA-
TIENT RECORDS

Subpart A—infroduction

Sec.

2.1 Statutory authority for confidentiality
of drug abuse patient records.

2.2 Statutory authority for confidentiality
of alcohol abuse patient records.

2.3 Purpose and effect.

2.4 Criminal penalty for viclation.

2.5 Reports of vialations.

Subpart B—General Provisions

2.11 Definitions.

2.12 Applicability.

2.13 Confldentiality restrictions.

214 Minor patients,

2.15 Incompetent and deceased patients.

2.18 Security for written records,

2.17 Undercover agents and informants.

2.18 Restrictions on the use of identifica-
tion cards.

2.19 Disposition of records by discontinued
programs.

2.20 Relationship to State laws.

2.21 Relationship to Federal statutes pro-
tecting research subjects against com-
pulsory disclosure of their identity.

2.22 Notice to patients of Federal confiden-

tality requirenents.
Z.23 Patient access and restrictions on use.

Subpart C—Disclosures With Patient’s
Consent

2.31 Form of written consent.

2.32 Prohibition cn redisclosure.

2.33 Disclosures permitted with written
consent.

2.34 Disclosures to prevent multiple enroil-
ments in detoxification and maintenance
treatment programs.

2.35 Disclosures to elements of the criminal
Justice system which have referred pa-
tients.

Subpart D—Disclosures Without Patlent
Consent

2.51 Medical emergencies.
2.52 Research activities,
2.53 Audit and evaluation activities,

Subpart E—Court Orders Authorlzing
Disclosure and Use

.8 effect of order.

262 O not applicable to records dis-
closed without consent to researchers,
auditors and evaluators.,

2.83 Confidential communications,

2.64 Procedures and criteria for orders au-
thocizing disclosures for nonerlminal

purposes.

2.65 Procedures snd criteria for orders au-
thorizing disclosure and use of records to
criminally investigate or prosecute pa-
tients.

2.66 Procedures and criteria for orders au-
thorizing disclosure and use of records to
investigate or prosecute a program or
the person holding the records.

2.87 Orders authorizing the use of under-
cover agents and informants to crimi-
nally investigate employees or agents of
a program.

AUTHORITY: Sec. 408 of Pub. L. 92-256, 85
Stat, 79, as amended by sec. 303 (a), (b) of
Pub L. 83-282, 83 Stat. 137, 138; sec. 4(c)(5}(A)
of Pub, L. 84-237, 90 Stat. 244; sec. 111(c)(3) of
Pub. L. 94-581, 90 Stat. 2852; sec. 509 of Pub.
L. 95-83, 93 Stat. §95; sec. 973(d) of Pub. L. §7-
35. 95 Stat, 598; and transferred to sec. 527 of
the Public Health Service Act by sec.
2(b){16)(B) of Pub. L. 98-24, 97 Stat. 182 and as
amended by sec. 106 of Pub. L. 99-401, 100
Stat. 907 (12 U.S.C. 290ee-3) and sec. 313 of
Pub. L. 91-616, 84 Stat. 1853, as amended by
sec. 122(a) of Pub. L. 93-282, 88 Stat. 131; and
sec. L11{c)(4) of Pub. .. 84-581, 90 Stat, 2852
and transferred to sec, 523 of the Public
Health Service Act by sec. 2(b){13) of Pub. L.
98-24, 97 Stat. 181 and as amended by sec. 106
of Pub, L. 99401, 100 Stat. 807 (42 U.S.C.
290dd-3), as amended by sec. 131 of Pub. L.
102321, 106 Stat. 368, (42 U.5.C. 280dd-2).

SOURCE: 52 FR 21809, June 9, 1987, unless
aotherwise noted,

Subpart A—introduction

§2.1 Statuﬁ:,réy authority for confiden-
tinlity drug abuse patient

records.

The restrictions of these regulations
upon the disclosure and use of drug
abuse patient records were initially au-
thorized by section 408 of the Drug
Abuse Prevention, Treatment, and Re-
habilitation Act (2! U.S.C. 1175). That
section as amended was transferred by
Pub. L. 98-24 to section 527 of the Pub-
lic Health Service Act which is codified



§2.2

at 42 U.S.C. 290ee-3. The amended stat-
utory authority is set forth below:

§200EE-3. CONFIDENTIALITY OF PATIENT
RECORDS,

{a) Disclosure authorization

Records of the identity, . prog-
nosis, or treatment of any patient whlch are
maintained in connection with the perform-
ance of any sbuse prevention function
conducted, regulated, or directly or indi-
rectly assisted by any department or agency
of the United States shall, except as provided
in subsection (e) of this section, be confiden-
tial and be disclosed only for the purposes
and under the circumstances expressly au-
thorized under subsection (b) of this section.

(b) Purposes and circumstances of disclosure

consenting patient and patient regard-
less of consent

(1) The content of any record referred to in
subsecticn (g) of this section may be dis-
closed in accordance with the prior written
consent of the patient with respect to whom
such record is maintained, but oniy te such
extent, under such circumstances, and for
such purposes as may be allowed urder regu-
lations prescribed pursuant to subsection (g)
of this section,

(2} Whether or not the patient, with re-
spect to whom any glven recard referred to
In subsection (a) of this section Is main-
tained, gives his written consent, the con-
tent of such record may be disclosed as fol-
lows:

(A) To medical personnel to the extent nec-
essary to meet a bona fide medical emer-

ency.
8 (B} To qualified personnel for the purpase
of conducting scientific research, manage-
ment audits. financial audits, or program
evaluation, but such personnel may not iden-
dfy, directly or indirectly, any individual
patient in any report of such research, audit,
or evaluation, or otherwise disciose patient
identities in any manner.

(C) If authorized by an appropriate order of
a court of competent jurisdiction granted
after application showing good cause there-
for. In assessing good cause the court shall
welgh the public interest and the need for
disclosure a| the injury to the patient,
to the physician-patient relationship, and to
the treatment services. Upon the granting of
such order, the court, in determining the ex-
tent to which any disclosure of all or any
part of any record is necessary, shatl impose
appropriate safeguards against unauthorized
disclosure.

(c) Prohibition agninst use of necard In mak-
ing criminal charges or investigation of patient

Except as suthorized by a court order
granted under subsection (b){2)(C) of this sec-
tion, no record referred to in subsection (a)
of this sectilon may be used to initiate or
substantiate any criminal charges against a

42 CFR Ch. | (10~1-03 Edition)

patient or to conduct any investigation of a
patient,

(d) Continulng prohibition agalnst disclasure
Irrespective of status as patient

The prohibitions of this section continue
to apply to records concerning any indi-
vidual who has been a patient. irrespective of
whether or when he ceases to be a patient.

(e) Armed Farces and Veterans” Administra-
tion, interchange of recards; report of suspectsd
child abuse and neglect to State or local au-
tharities

The prohibitions of this section do not
apply to any interchange of records—

() within the Armed Fortves or witrhin
those components of the Veterans' Adminis-
tration furnishing health care to veterans, or

{2) between such components and the
Armed Forces,

The prohibitions of this section do not
apply to the reporting under State law of in-
cidents of suspected child abuse and neglect
to the appropriate State or local authorities.

{f) Penalty for first and subsequent offenses

Any person who violates any provision of
this section or any regulation issued pursu-
ant to this section shall be fined not more
than $500 in the case of a first offense, and
not nore than $5,000 in the case of each sub-

sequent offense.
ﬁ% quulatfam. mmrsgmgr consultations;
safeguards, and proceduras, includ-
prwedzm and . criteria for [ssuance and
.smpeafarﬂers
Except as provided in subsection (h) of this
section, the Secretary, after consultation
with the Administrator of Veterans' Affairs
and the heads of other Federal departments
and agencles substantially affected thereby,
shail prescribe regulations to carry out the
purposes of this section. These regulations
may contain such definitions, and may pro-
vide for such safeguards and procedures. in-
cluding procedures and criteria for the
Issuarice and scope of orders under sub-
saction (b){A(C) of this section, as in the
Judgment of the Secretary are necessary or
proper to effectuate the purposes of this sec-
tion, to prevent clrcumvention or evasion
thereof, or to facilitate compliance there-
with.

{Subsection (h) was superseded by section
111(c)(3) of Pub. L. 84-381. The responsibility
of the Administrator of Veterans' Affairs to
write regulations to provide for confiden-
tiality of drug abuse patlent records under
Title 38 was moved from 21 US.C, 1175 to 38
U.S.C. 4134

§2.2 Statutory authority for confiden-
tiality of alcohol abuse patient

The restrictions of these regulations
upon the disclosure and use of alcohol



Public Health Service, HHS

abuse patient records were initially au-
thorized by section 333 of the Com-
prehensive Alcohol Abuse and Alco-
holism Prevention, Treatment, and Re-
habilitation Act of 1970 {42 U.5.C. 4582).
The section as amended was trans-
ferred by Pub. L. 93-24 to section §23 of
the Public Health Service Act which 1s
codifled at 42 US.C. 290dd-3. The
amended statutory authority is set
forth below:

§290DD-3. CONFIDENTIALITY OF PATIENT
RECORDS

{a) Disclosure authorization

Records of the identity, dlagnosls, prog-
nosis, or treattnent of any patient which are
maintained in connection with the perform-
ance of any program or activity relating to
alocholism or alcohol abuse education, train-
ing, treatment, rehabilitation, or research,
which i1s conducted, regulated, or directly or
indirectly assisted by any department or
agency of the United States shall, except as
provided in subsection (e) of this section, be
confidential and be disclosed only for the
purposes and under the circumstances ex-
pressly authorized under subsection (b) of
this section.

(b) Purpases and circumstances of disclosure
affecting consentlng patient and patient regard-
less of consent

(1) The content of any record referred to in
subsection (a) of this section may be dis-
closed in accordance with the prior written
consent of the patient with respect to whom
such record is maintained, but only to such
extent, under such circumstances, and for
such purposes as may be allowed under regu-
lations prescribed pursuant to subsection (g)
of thls section.

() Whether or not the patient, with re-
spect to whom any given record referred to
in subsection (a) of this section is main-
tained, gives his written consent, the con-
tent of such record may be disclosed as fol-
lows:

(A) To medical personnel to the extent nec-
essary to meet a bona fide medical emer-

BICY.
8 (B} To qualified personnel for the purpose
of conducting scientific research. manage-
ment audits, fnancial audits, or program
avaluation, but such personnel may not iden-
tify, directly or indirectly, any individual
patient in any report of such research, audit,
or evaluation, or otherwise disclose patient
identities in any manner.

(C) If authorized by an appropriate order of
a court of competent jurisdiction granted
after application showing good cause there-
for. In assessing good cause the court shall
weigh the public interest and the need for
disclosure against the Injury to the patient,
to the physiclan-patient relationship, and to

§22

the treatment services. Upon the granting of
such order, the court, (n determining the ex-
tent to which any disclosure of all or any
part of any record is necessary. shall impose
appropriate safeguards against unsuthorized
disclosure.

(¢) Prohibition against use of record In mak-
Ing criminal charges or Investigation of patient
Except as authorized by a cowt order
granted under subsection (b){2)(C) of this sec-
tion, no record referred to in subsection (a}
of this secticn may be used to Initiate or
substantiate any criminal charges against a
patient or to conduct sny Investigation of a
nt.

(d) Continuing prohibition against disclosure
irrespective of status as patient

The prohibitions of this section continue
to apply to records concerning any indi-
vidua! wha has been a patient, irrespective of
whether or when he ceases to be & patient.

(e} Armed Farces and Veterans' Administra-
Hon; interchange of recard of suspected child
abuse and naglect to State or local authorities

The prohibitions of this secticn do not
apply to any interchange of records—

() within the Armed Forces or within
those components of the Veterans' Adminis-
tration furnishing health care to veterans, or

(3 between such components and the
Armed Forces.

The prohibitions of this section do not apply
to the reporting under State law of incldents
of suspected child abuse and neglect to the
approgpriate State or local authorities.

{f) Penalty for first and subsequent offenses

Any person who violates any provision of
this section or any regulation isswed pursu-
ant to this section shall be fined not more
than $500 in the case of a first offense, and
not more than $5,000 in the case of each sub-
sequent offense.

(g) Regulations af Secretary; deflnitions, safe-

and ,  Including res

and criteria for issuance and scope of arders

Except a3 provided in subsection (h) of this
section, the Secretary shall prescribe reguta-
tions to cacty out the purposes of this sec-
tion, These regulations may contain such
definitions, and may provide for such safe-
guards and procedures, including procedures
and criteria for the issuance and scope of or-
ders under subsection(b) (2)(C) of this section,
as in the judgment of the Secretary are nec-
essary or proper to effectuate the purposes of
this section, to prevent circumvention or
evasion thereof, or to facilitate compliance
therewith,

{Subsection (h) was superseded by section
111{c)}{@) of Pub. L. 84-581. The responsibility
of the Administrator of Veterans' Affairs to
writz regulations to provide for confiden-
tality of alcohol abuse patient records under
Title 38 was moved from 42 U,S.C. 4582 to 38
U.S.C. 4134)



§23

§2.8 Purpose and effect,

{a) Purpose. Under the statutory pro-
visions quoted in §§2.1 and 2.2, these
regulations impose restrictions upon
the disclosure and use of aleohol and
drug abuse patient records which are
maintained in connection with the per-
formance of any federally assisted al-
cohol and drug abuse program. The reg-
ulations specify:

(1} Definitions, applicability, and
general restrictions in subpart B {defi-
nitions applicable to §2.34 only appear
in that section):

(2) Disclosures which may be made
with written patient consent and the
form of the written consent in subpart
[oH

(3) Disclosures which may be made
without written patient consent or an
authorizing court order in subpart D;
and

(4) Disclosures and uses of patient
records which may be made with an au-
thorizing court order and the proce-
dures and criteria for the entry and
scope of those orders in subpart E.

{b) Effect. (1) These regulations pro-
hibit the disclosure and use of patient
records unless certain circumstances
exist. If any circumstances exists
under which disclosure is permitted,
that circumstance acts te remove the
prohibition on disclosure but it does
not compel disclosure. Thus, the regu-
lations do not require disclosure under
any circurnstances.

(2) These regulations are not in-
tended to direct the manner in which
substantive functions such as research.
treatment, and evaluation are carried
out. They are intended to insure that
an alcohol or drug abuse patient in a
federally assisted alcohol or drug abuse
program is not made more vulnerable
by reason of the avallability of his or
her patient record than an individual
who has an alcohol or drug problem
and who does not seek treatment.

(3) Because there is a criminal pen-
alty (a fine—see 42 U.S.C. 290ee-3(f). 42
U.S.C. 290dd-3(H) and 42 CFR 2.4) for
violating the regulations, they are to
be construed strictly in favor of the po-
tential violator in the same manner as
a criminal statute (see M. Kraus &
Brothers v. United States, 327 U.5. 614,
621-22, 66 S. Ct. 705, T07-08 (1946)).
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§24 Criminal pensalty for violation.

Under 42 US.C. 29%0ee-3{f) and 42
U.5.C. 290dd-3({f). any person who vio-
lates any provision of those statutes or
these regulations shall be fined not
more than $500 in the case of a first of-
fense, and not more than $5,000 in the
case of each subseguent offense.

§2.8 Reports of violationas.

(@) The report of any viclation of
these tions may be directed to
the United States Attorney for the ju-
dicial district in which the violation
occurs.

(b) The report of any viclation of
these regulations by a methadone pro-
gram may be directed to the Reglonal
Offices of the Food and Drug Adminis-
tration.

Subpart B—General Provisions

$2.11 Definitions.

For purposes of these regulations:

Alcohol abuse means the use of an al-
coholic beverage which impairs the
physical, mental, emotional, or soctal
well-being of the user.

Drug abuse means the use of a
psychoactive substance for other than
medicinal purposes which impairs the
physical, mental, emotional, ar social
well-being of the user.

Diagnosis means any reference to an
individual's alcoho] or drug abuse or to
a condition which is identified as hav-
ing been caused by that abuse which is
made for the purpose of treatment or
referral for treatment.

Disclose or disclosure means a commu-
nication of patient indentifying infor-
mation, the affirmative verification of
another person’s communication of pa-
tient identifying information, or the
communication of any information
from the record of a patient who has
been identified.

Informant means an individual:

(a) Who 1s a patlent or employee of a
program or who becomes a patfent or
employee of a program at the request
of a law enforcement agency or official:
and

{b) Who at the reguest of a law en-
forcement agency or official observes
one or more patients or employees of
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the program for the purpose of report-
ing the information obtained te the
law enforcement agency or official.

Patient means any individual who has
applied for or besn given diagnosis or
treatment for alcohol or drug abuse at
a federally assisted program and in-
cludes any individual who, after arrest
on a criminal charge, is identified as an
alcohol or drug abuser in order to de-
termine that individual's eligibility to
participate in a program.

Patient identifying information means
the name, address, social security num-
ber, fingerprints, photograph, or simi-
lar information by which the identity
of a patient can be determined with
reasonable accuracy and speed either
directly or by reference to other pub-
licly available information. The term
does not include a number assigned to
a patient by a program, if that number
does not consist of, or contain numbers
(such as a social security, or driver’s li-
cense number) which could be used to
identify a patient with reasonable ac-
curacy and speed from sources external
to the program.

Person means an individual, partner-
ship, corporation, Federal, State or
local government agency, or any other
legal entity.

Program means:

(a) An individual or entity (other
than a general medical care facility)
who holds itself out as providing. and
provides, alcohol or drug abuse diag-
nosis, treatment or referral for treat-
ment; or

{b) An identified unit within a gen-
eral medical facllity which holds itself
out as providing, and provides, alcohol
or drug abuse diagnosis, treatment or
referral for treatment; or

() Medical personnel or other staff
in a general medical care facility
whose primary function is the provi-
ston of alcchel or drug abuse diagnosts,
treatment or referral for treatment
and who are identified as such pro-
viders. {See §2.12(e) (1) for e:«:a.m]:\le_-s.;l

Program director means:

{a) In the case of a program which is
an individual, that individual:

() In the case of a program which is
an organization, the individual des-
ignated as director. managing director,
or otherwise vested with authority to
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act as chief executive of the organiza-
tion.

Qualifled service organization means a
person which:

(a) Provides services to a program,
such as data processing, bill collecting,
dosage preparation, laboratery anal-
yses, or legal, medical, accounting, or
other professional services, or services
to prevent ar treat child abuse or ne-
glect, including training on nutrition
and child care and individual and group
therapy, and

(b) Has entered into a written agree-
ment with a program under which that
person:

{1) Acknowledges that in receiving,
storing, processing or otherwise deal-
ing with any patient records from the
progams, it is fully bound by these reg-
ulations; and

(2) If necessary, will resist in judicial
proceedings any efforts to cbtain ac-
cess to patient records except as per-
mitted by these regulations.

Records means any information,
whether recorded or not, relating to a
patient received or acquired by a feder-
ally assisted alcohol or drug program.

Third party payer means a person who
pays, or agrees to pay, for diagnosis or
treatment furnished to a patient on the
basis of a contractual relationship with
the patient or a member of his famnily
or on the basis of the patient’s eligl-
bility for Federal, State, or local gov-
ernmental benefits.

Treatment means the management
and care of a patient suffering from al-
cohol or drug abuse, a condition which
is identified as having been caused by
that abuse, or both, in order to reduce
or eliminate the adverse effects upon
the patlent.

Undercover agent means an officer of
any Federal, State, or local law en-
forcement agency who enrolls in or be-
comes an employee of a program for
the purpose of investigating a sus-
pected violation of law or who pursues
that purpose after enrolling or becom-
ing employed for other purposes.

[52 FR 21809, June 9. 1987, as amended by &0
FR 22297, May §, 1985]
$2.12 Applicability.

(a) General-(1) Restrictions on disclo-
sure. The restrictions on disclosure in



§2.12

these regulations apply to any infor-
mation, whether or not recorded,
which:

(i) Would identify a patient as an al-
cohol or drug abuser either directly, by
reference to other publicly available
information, or through verification of
such an identification by another per-
son; and

(li) Is drug abuse information ob-
tained by a federally assisted drug
abuse program after March 20, 1972, or
is alcohol abuse information obtained
by a federally assisted alcoheol abuse
program after May i3, 1974 (or if ob-
tained before the pertinent date, Is
maintained by a federally assisted al-
cohol or drug abuse program after that
date as part of an ongoing treatment
episode which extends past that date)
for the purpose of treating alcohol or
drug abuse, making a diagnosis for
that treatment, or making a referral
for that treatment.

(2) Restriction on use. The restriction
on use of information to initiate or
substantiate any criminal charges
against a patlent or to conduct any
criminal investigation of a patient (42
U.S.C. 290ee-3(c), 42 U.S.C. 200dd-3(c))
applies to any information, whether or
not recorded which is drug abuse infor-
mation obtained by a federally assisted
drug abuse program after March 20,
1972, or is alcohol abuse information
obtained by a federally assisted alcohol
abuse program after May 13, 1974 (or if
abtained before the pertinent date, is
maintained by a federally assisted al-
cohol or drug abuse program after that
date as part of an ongoing treatment
episode which extends past that date},
for the purpose of treating alcohol or
drug abuse, making a diagnosis for the
treatment, or making a referral for the
treatment.

(b} Federal assistance. An alcohol
abuse or drug abuse program 1s consid-
ered to be federally assisted if:

(1) It is conducted Iin whole or in
part, whether directly or by contract
or otherwise by any department or
agency of the United States (but see
paragraphs (c)(1) and (c)(2) of this sec-
tion relating to the Veterans' Adminis-
tration and the Armed Forces};

(2} It is being carried out under a li-
cense, certification, registration, or
other authorization granted by any de-
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partment or agency of the United
States including but not limtited to:

(i} Certification of provider status
under the Medicare program;

(1) Authorization to conduct metha-
done maintenance treatment (see 21
CFR 291.505); or

(lii) Registration to dispense a sub-
stance under the Controlled Substances
Act to the extent the controlled sub-
stance is used in the treatment of alco-
hol or drug abuse;

(3) It is supported by funds provided
by any department or agency of the
United States by being:

(1) A recipient of Federal financial
assistance in any form, incuding fi-
nancial assistance which does not di-
rectly pay for the aleohol or drug abuse
diagnosis, treatment, or referral activi-
ties; or

(i} Conducted by a State or local
government unit which, through gen-
eral or special revenue sharing or other
forms of assistance, receives Federal
funds which could be (but are not nec-
essarily) spent for the alcohol or drug
abuse program; or

{4) It is assisted by the Internal Rev-
enue Service of the Department of the
Treasury through the allowance of in-
come tax deductions for contributions
to the program or through the granting
of tax exempt status to the program.

(c) Exceptions—(1) Veterans' Adminis-
tration. These regulations do not apply
to information on alcchol and drug
abuse patients maintained in connec-
tion with the Veterans’ Administration
provisions of hospital care, nursing
home care, domiciliary care, and med-
ical services under title 38, United
States Code. Those records are gov-
erned by 38 U.5.C. 4132 and regulations
issued under that authority by the Ad-
ministrator of Veterans' Affairs.

(2) Armed Ferces. These regulations
apply to any informaticn described in
paragraph (a} of this section which was
obtained by any component of the
Armed Forces during a period when the
patient was subject to the Uniform
Code of Military Justice except:

(1) Any interchange of that informa-
tion within the Armed Forces; and

(ii) Any interchange of that informa-
tion between the Armed Forces and






